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000 «KTWU»,
L 3aKasauk FOpuamaeckuii agpec: 350011, r. KpacHozap, yi1. BopoHexckast, .47 Tenedon: 8 (800) 222-16-92
Hasnauenue 3akynku, HaumenoBanue Co3zaHye IpOrpaMMHO-TEXHUYECKOTO KOMIUIeKCA [UCTAHLMOHHOTO KOHTPO/IS M MOHMUTODMHra TeXHOJIOTMYeCKHX IapaMeTpOB
2 OKa3bIBaeMbIX yC/IyT. KOTeJ/IbHBIX Ha eIMHOM IIYHKTe JUCIeTYepCKOro KOHTPOJIA C McIoib30BaHreM SCADA.
(obocHOBaHKE HEOOXOIUMOCTH 3aKYTTKH)
3 OBBeKT BLIMOMHAEMBIX paGoT LleHTpasnbHbBIN JUCTIETYEPCKUM TYHKT.
[MporpamMmHoe obecrieueHre, B TOM YKCJ/ie OMEpaLMOHHAas CUCTeMa, HeoOXOAWMBIE AJs peanu3alud TpeOGOBaHUN TeXHUYECKOro
3aganust, nprobperaercs [ToApsAYMKOM B CJle[yIOIIEM TTOPSI/IKe:
1. TMoppsiuvK COCTaBJsieT TiepeueHb MPOrpaMMHOrO obecrieueHus, TPOrpaMMHBIX MOJY/IeH W JIMLIEH3UM, KOTOpble HeoOX0JUMO
npruoopecTy.
2. TlofpsAAuMK COTr/IaCOBBbIBAET C 3aKa3uMKOM I[1epeueHb MPOrpaMMHOr0 obecrieueHusi, ¢ 0OOCHOBaHUEM HEOOXOJUMOCTH €ro
Y cnoBus npuoGpeTeHus U pa3padoTKu 6
4. MPOrpaMMHOr0 ofecreuyeHus TPHODPETEHIA.
Toapsyamkom, 3. Iocne COr/IacoBaHHs 3aka3urkoM, IToapsimunk miprobperaeT HeoOXoAUMOe MporpaMMHOe obecriedeHHe W OCYLIECTB/ISET €ro
YCTaHOBKY W HacTpoiky Ha APM u o6opyoBaHue.
4. Tlocne 3aBepiuenusi pabot 1o JoroBopy, mepef MOAMUCAHWEM AKTOB BBITIOMHEHHBIX pabot, IToApsiguuk nepefaeT 3aKa3uuky
YCTaHOBOYHBIE BEPCUM MPOTPAMMHOTr0 00ecrieueHust U OCYLeCTBIIseT MiepeodopMIeHHe JULeH31i Ha MPaBo M0/Ib30BaHus POrPaMMHBIMU
MIPOAYKTaMU Ha 3aKa3uMKa.
OxkoHuaHue pabor (cgava pe3yabTaToB pabot 3aka3uuky): 30.10.2026.
SCADA-cucTeMa Jio/bKHa OBITH peasi30BaHa Ha mporpaMMHoM obecrieuenre MasterSCADA Bepcunt PRO wu BblLie.
5 TpebGopaHus K NPOrpaMMHOMY
) o0ecnieueHUI0
1. TTocTaBka cepBepHOro 060pyA0BaHMUSI.
VcnonuuTesib 00s13yeTcst TIOCTAaBUTL CEPBEpHOe 000pyAoBaHuUe [ijisi opranu3sanuu cepeepa SCADA-CHCTEMBI B COCTaBE:
®  cepsep (mporjeccop He HkKe 1ByX Intel Xeon Gold 6548Y+ / 32 Cores / 2,5GHz / 250 W; O3V He MeHee ueTbipex 64GB DDR5
5600MHz RDIMM I'B; auckoBasi nogcucreMa — RAID 4x Tray Caddy 4x SSD 2.5" Enterprise SATA 960GB Samsung PM893
6Gbps 550/520 MB/s 98K/30K IOPS 1DWPD, Peiin-koutposiep 1x Controller; 2xBII ¢ ropsiueii 3amMeHoi Bioku mutaHust 2x
1000W; ceteBble uHTepdelicel MR408i-0 12Gbps 4GBGenl1l OCP, mogynb yzaaneHHoro joctyna 1x iLO Adv Mutepdetic 1x
Network Card HPE 4x1GbE BASE-T);
6. IlepeueHn padoT He amke Windows server 2022 32 core

yvtersronHoe cuctemuoe I10 (OC, CYB]I) B 06béMe, HeoOxoqumMoM iist hyHKIMoHrpoBanust SCADA;
HCTOYHHK GecriepeGoWHOro MUTaHus1, 06eCrieunBatoIIi aBTOHOMHYO paboTy cepBepa He MeHee 30 MUHYT;
®  KOMIUIEKT MOHT&)KHBIX MaTeprasoB (kabey, naTy-naHeau, Kpenéx, MapKupOoBKa).
OG6opy/joBaHMe TOCTaB/SIETCST HOBBIM, He OBbIBIIMM B 3KCIUTyaTaljid, C rapaHTHeil He MeHee 5 jieT. Bce KOMITOHEHTBI [JO/DKHBI OBITh
COBMECTUMBI U UMETb CePTU(HUKATBI COOTBETCTBUS (TIPU HEOOXOJUMOCTH).
2. MoHTa)kHbIe paboThI
VcrionHuTe b BBITIOHSIET:

®  YCTAaHOBKY CepBepa B cepBepHbIY mKad (CTOMKY) COTTIACHO CXeMe pa3MeIleHus;
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MIPOKJIaJIKY Y MOJK/TFOUeHHe CUTOBLIX U CETeBBIX Kabemnel ¢ MapKHPOBKOM;
nogkmouenre K UBIT u 3a3emnenue;
OpraHu3aluio KabeabHbIX BBOJIOB U Kabe/lb-MeHePKMEHT;
MIPOBEPKY L1eJIOCTHOCTH JIMHUH U CeTeBbIX COeJUHEHUH.
PaboTb! BEIMOMHSIIOTCS B COOTBETCTBUH ¢ ITYD, TpeboBaHUsAMU NIpOM3BOAUTE/IST 000PY[0BaHUs U [IefiCTBYIOIIMMH HOPMaMy OXpaHbl TPY/Ja.
Bce paboTbl, CKpBITBIE NOCTIEAYIOIMMH KOHCTPYKIMSAMU, 0DOPMIISIOTCSI aKTOM CKPBITHIX paboT.
3. Hacrpoiika cepsepa 1 SCADA
VicriostHUTE T BBITIOJTHSET:
®  YCTaHOBKY M 0a30BYI0 HaCTPOWKY orepaloHHou cuctembl, CYB/I u cepeepHoro I10;
yCTaHOBKY U KoH(purypupoBanue SCADA-cepBepa (JIUL|eH3UH, POJIH, CTy>KObI);
HaCTPOWKY CeTeBbIX [1apaMeTPOB, Pe3epBHOI0 KOMMMPOBaHUs U pa3rpaHUUeHus JOCTYIIa;
uHTerpauuio cepeepa SCADA ¢ KOHTpoJI/IepaMU/yCTPORCTBAMU HUKHEro ypoBHs 1o rpoTokosiaM Modbus TCP, OPC UA;
HACTPOMKY apXUBUPOBAHUS laHHBIX, KYPHAI0B COOBITUI U TPEBOT;
TeCTOBbIM IIPOT'OH, IPOBEPKY OTKa30yCTONUMBOCTH U Pe3ePBHOI0 MUTAHUS;
oOyueHHe niepcoHasia 3aka3urKa (He MeHee 48 yacoB) ¢ nepefjaueil THCTPYKLMH.
4. PazpabotaTb IIpoeKTHY0 JOKYMEHTAIWIO, BKIIOUAIOLIYIO B celst:
IIpoekT crcTeMbl JUCIeTYepU3alvy [i/1s1 KOTe/IbHBIX, He OJrO0TOB/IeHHBIX K JUCTIeTYepu3alii;
PYKOBO/ICTBO NO/b30BaTess (PYKOBOZCTBO IO 3KCITyaTalin);
WHCTPYKLIMIO M0 YCTaHOBKE U HACTPOMKHM OOIIIETO U CIelUasbHOr0 MPOrpaMMHOr0 06ecrieueHuss;
WHCTPYKLIYS 110 pe3epBUPOBAHMUIO U aBapUHHOMY BOCCTaHOBJ/IEHMIO.
5. PaspaboTKa OKOH /15l €AMHOTO ITyHKTA AUCIIETYEPCKOr0 KOHTPOJIS:
¢  Cospganue o61elt naTepakTiBHON KapThl MO ropog «KpacHogap», MO ropog, «HoBopoccutick», MO ropog «Anamna», MO ropof,
«Temprok» (0603HaueHHe KOTe/BHBIX U UX TeKyllee coctosiHie PaboTa, ABapusi).
e  Pa3paboTKa yKpYyIHEHHbIX OKOH MHEMOCXEM [0 palioHaM, CXeMbI CeTel Ha CITyTHUKOBOM KapTe C IoOMaMu U CoopykeHusiMu (hoTo
n3 Temnioskcrnepr), ¢ OHMalH oTo6pakeHHeM 0a30BBIX MTAPaMeTPOB KOTesbHOW (ABapwsi, PaboTa, Temmieparypa u gasieHue B TC)
Y TIyCTBIX OKOH M0, OyAyIiye 3ape3epBUPOBAHHbBIE [TapaMeTphbI.
e  Pa3paboTKa yKPYIHEHHBIX OKOH MHEMOCXEM I10 KOTEJbHBIM C OH/IAiH O0TOOpaKeHWEeM BCEX NOCTYITHBIX MapaMeTpPOB U IMYCThIX
OKOH 1107] OyZly1Iive 3ape3epBUpOBaHHbIe apameTpbl. (CorylacHO PoeKTaM Ha KaX/yt0 IO/ArOTOB/IEHHYIO KOTe/IbHYIO).
6. Pa3paboTka MOAK/IIOUEHUs] Kamep, YCTaHOBJEHHBIX Ha BceX 0ObekTax opraHu3aipu K MasterSCADA u BbIBOJ, M300pakeHUsi Ha
JIUCTIeTUePCKUM MYHKT (B OKHO MHEMOCXeMbI KaXK/[01 KOTeTbHO).
7. Co3ziaHue airopuTMa CUCTeMbI CKBO3HOTO TIOMCKa I10 BCeli MporpaMMe ¢ BHIBOZOM MH(OpPMaLIMK B OT/ebHOM OKHe.
8.¥cranoBka MasterSCADA u Bcex COIYTCTBYIOLMX MOZY/Iell Ha cepBep
9. Hayagiuth miepejauy JaHHBIX OT KOTeJIBHBIX B JUcCTeTdepcKui myHKT (HacTpoiika MoseMoB poytepoB OPC cepeepoB).
10. YcraHOBKa U 3aI1yCK IpoeKTa JucrieTuepyusaluy Ha cepsepe 1 Ha APM aucrietuepos.
11. TIpu yCTpOKCTBe OMCMETYepPCKOTo IMYyHKTA MpeJyCMOTPEeTb ero TOJHbIM (YHKIMOoHan 0e3 CBOOOJHOTrO JOCTYNa B CeTb MHTEPHET C
pabouero Mecta APM JucIieTuepoB.
12. TIpoBecTy mycKOHa/na/j0uHble pabOThI CUCTEMBI AWCIIETUEpPH3allii B COOTBETCTBHH IIPOrpaMMOii ITyCKOHa/Ia[0uHbIX paboT (TIpoBepUTh
TIPOXO0XK/leHNe U I0CTOBEPHOCTh MPOXO0XK/|eHHS BCeX JaHHbIX U TJ).
13.YcraHoBUTh U HACTPOUTH pe3epBUpoBaHue MasterSCADA 1 BceX COMyTCTBYIOIIUX MOZYJIeH.
O6opyoBaHue, KabenbHYIO TPOAYKLHIO, pacxXOfHble Marepuasbl [ BBIOJHEHHs BBILIENepeurciIeHHbIX paboT mpuobperaer
[Toppspuuk.
14. B paMKax [IJaHHOTO TPOeKTa MpeAyCMOTPeTh OTAeJbHbIM AOroBop M Hanafaky KaHanoB cBsisd (VPN, GSM-cBsi3b) OT KOTeJIbHBIX [0
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n/n
LIeHTPaJbHOr'0 AUCIeTYePCKOro MyHKTa.
15. IMocraeka ob6opyAoBaHus pabouero Mecta JUCTeTUepa.
Hcrnonuutesib 00s13yeTcst TIOCTABUTh ¥ CMOHTUPOBATh 000PYAOBaHUs JUCTIETUEpa.
e JIK Acer Nitro 30 N30-100 [DG.E5GCD.00L]
e 49" Monutop ASUS ROG Strix XG49VQ uepHblit
¢  Wize HDMI - HDMI, 40 m
e  TeneBusop TCL 98C7L uepHbIit
e KVM nepexmouarens UGREEN CM200
e  Nok-cranius Lenovo ThinkPad Universal Thunderbolt 4
e  KyaBuarypa+mbiib 6ecripoBosiHas Logitech MK850 Performance uepHsIii
*  Kommytarop Ubiquiti UniFi Enterprise 8 PoE
Vnu aHa/moru conocraBuMble 10 KOH(UTYpaLjiH.
16. Pe3ynbTatomM pabdoT ABIAETCA eJUHBIA PadoTOCIIOCOOHBI KOMILIEKC: IIOCTaB/JIeHHOe 000pyJAo0BaHHe, CMOHTHPOBAHHOeE,
HaCTpOeHHOe U BBe/IéHHOe B SKCILTyaTaLHIo, 0JTBeP)KAéHHOe KOMHCCHOHHBIM aKTOM BBO/Ia B 3KCIL/IyaTall|Io.
Cucrema I0/DKHA COOTBETCTBOBATh:
- CIT 77.13330.2016 «CucteMsl aBTOMaTH3alyu. AKTyanusuposaHHas pefaxiys CHull 3.05.07-85»;
- CIT 89.13330.2016 «KoTenbHble ycTaHOBKU. AKTyanu3npoBaHHas pefakuus CHull I1-35-76»;
- Yka3y Ilpesugenta P® ot 01.05.2022 Ne 250 «O AOMOMHUTE/NBHBEIX Mepax M0 obecrieueHui0 MHGOPMAIMOHHON 0e30MacHOCTH
7. | TpeboBaHus K CUCTEME B LIEJIOM o
Poccurickon ®enepanyn»;
- Yka3y Ilpesugenta P® or 30.03.2022 Ne 166«O Mepax mo 00ecrieyeHWI0 TeXHOJOTMYEeCKOW He3aBUCHMMOCTH U 0e30macHOCTH
KpuTHUueckoi nHpopMaloHHON UH(pacTpyKTyprl Poccuiickoit ®enepariin».
Cucrema loJDKHA CO3/1aBaThCs Ha Oa3e YHUPUIIMPOBAHHBIX KOMILIEKCOB TexHUueckux cpecTs (KTC).
TpeGopanus « SprOHOMMEKE u SCADA-cucrema po/mkHa 00ecrieunTb WHTYUTHUBHO-TIOHSITHBIM MHOTOOKOHHBIM uHTepdeiic. Bce monb30BaTebCKUe 3KpaHbI
8. TeXHIUECKOMN 5CTETHKE (MHeMoOCXeMbl, XXypHalbl U [p.) AO/DKHbI OBbITh CTPYKTYPUPOBaHbI B Mepapxuio M obecrieurBaTh [OCTYN K JIIOOBIM IapaMeTpam
TEXHOJIOTUUECKOr'0 IIPOLiecca MO MPUHLUITY «OT OOIero K YaCTHOMY».
9 TpeboBanus o COXPaHHOCTU [MTotepst nutanuss APM 1 ero noc/efyrolux BOCCTaHOB/IEHUe, He [I0JDKHBI MPUBOAUTDL K MOTepe MH(OpMAalMU M3 apXvBa [JaHHbBIX, a
" | uadopMaLM Npy aBapusix TaK)Ke 3HaUeHUM BCeX YIpaB/ISIOLMX CUTHA/IOB U YCTaBOK, BBEJJEHHBIX OI1epPaTOPOM.
st obecrieveHus 1TaTHOro pexkuma QyHKuuoHuMpoBaHust ACY TII fo/mpkeH ObITh IIpefyCMOTpPeH KOMIUIEKC OpraHH3alldOHHBIX
Y TeXHUYeCKUX Mep, COCTaB/SIOLMX cucTeMy 3aumthl MHbopMmaun ACY TII u obecrnieunBaroux MHGOPMALMOHHY0 6€301acHOCTb B
10 TpeboBanus To obecrieuenuto | cootBetctBuu rprkazom ®CTOK Poccuu ot 14.03.2014 Ne 31 «O6 yTBepkaeHuu TpeboBaHuii k obecrieueHur0 3alUTel MHGOpPMAaLUK B
" | nHdopMaroHHOI He30macHOCTH aBTOMATH3MPOBAHHBIX CHCTeMaXx yIipaBJ/ieHusl POU3BO/CTBEHHBIMU M TEXHOJIOTUUECKMMY TPOLieCCaMy Ha KPUTHUECKU BaXKHBIX 00beKTax,
MOTEeHIMaBHO OMAaCHBIX 00BEKTaX, a TaKKe 00BeKTax, Mpe/ICTaB/ISIOLIUX TTOBLILIEHHYIO0 OMIAaCHOCTb JIIsl KM3HHU U 3[0POBbBS JIFOZeH U Jiis
OKpY>Karolleld IpUPOAHOU Cpefbl».
[Moapsimurk 00si3aH MepeaTh 3aKa3unKy Ha 3JIeKTPOHHOM HOCHTeIe:
- KOIMUM CKOMITWJIMPOBAHHOTO pe3epBHOTO MPOTPaMMHOT0 obecrieyeHUs, 3arpy’kaeMoro B o0Opy/j0BaHHe, YCTaHOBJIEHHOE COTIacHO
JAHHOTO TeXHUUYEeCKOT0 3a/jaHus;
11. | JononHuTeNbHBIE TPEOOBAHUS - KOIMK TIPOrpaMMHOrO obecrieueHusi (MCXOZHOTO IpOeKTa) A/ 3arpy3kd B 00OpYyJOBaHHe, YCTaHOBJIEHHOE COIJIACHO AaHHOIO

TeXHUUECKOT0 3a/laHMsl;
- KOITUU TIPOrpaMMHOT0 obecrieueHus (MCXOQHOTO MpoeKTa) Scada-CHUCTeMbl;
- (halinbl KOHUTYpaLWH [ijisl 3arpy3KH B 000pyZ0BaHKe WX HAaCTPOeUHbIe Tab/MIbl TapaMeTpoB 060pyA0BaHMsI.
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